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Usgnaugsfarusziunulsnimressuinswissemalng musiedeussniduyy
fisuasuisUszmalnondaTeuliniu Tasfiansunansentusiuvenaiudude
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& VBULYAYBINU
<o WasEULUINSadne APl Budinunianuan n. 78 e.e) wuulildyamda (No Code AP)
Telifueumsmiurumudaulimsiaunssuudssneudie « dw i
<.o.0 dwivatvayunsideu
<.o.lo drunsilougldeu AP
&.o.m dauszuuuinisaine APl uuulilldyadds (No Code API)
&.o. d1u3vi1 APl End Point :
<o A APl End Point #agdausruuuinisaite APl uuuliildyadida (No Code AP Ty
wihenuiunubidesnit ¢ s
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<o dnvhlardindasiou (Line Notification) Weifnmgnisaliiddlituidwmihiivesdinsuads
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«.« Imhienansuazgilesins q muiitmuslusisasdunnasnuasions

<& Fnpusudmiugldanussuu 9w b Ju wasdmiudiaunssuusiu e Ju audifimue
TuneavBennuinuausiamns

&. TUALBYAAMANBUIANY
&.0 Rovulumswauszuy
&o.0 JIUINABIENITUIMITIATING il
o.o.e NMUUALKUNITALTUNUlWdenAd st UsTEEIanTun1ISATUIILTBY
1A59n15 wazAanssud drdguarsnduusenaudae n1sifusiusay
ATUABINIT N13TLATITVITUY N1388ALUUSEUY N5 uyarida
nsRRRILAENITEWaY
ool AndulasimMmuwaunIsaniuns Aaeu mugunsaudunulasinig
LaEIIPIMURANITANTUIIUA 01T NUAT FUA I LR 83 UNI U
ATUAINTETIUIU m/ﬂ%‘\i pufidnauadRuifmus
oo @%’Us’f’mﬁmﬁ%umaumiﬁ'@umizw ol
¢0lo.o Q’%’U%’Néfaﬁjummﬂ'1iﬁ'uﬁua'miﬂsm'lﬂmaﬁaq%t,mLqumumiﬁ'}Lﬁumu'lﬁ
dnauadRuisme nely o wou dunuawuludyan
€00 ﬁ%’uﬁwﬁaaﬁ‘ﬁy’umaumﬁms%ﬁmu Imaﬁsuaummﬁlmwvﬁﬁ’qﬁ
&ollb.e aLﬂsﬁmsuuwvmaqmLuumsmeum luuaam'] o 58U
ol InTehanilnenssuvesyuu
Colblo.m IATILRNTLUILIUVDITYUY
Coblb.d IATIUNLIIDLAYIIBITUVBITTULLS A5a$1e AP wuululd
afds (No Code API) 11 & du
&olblb.ce duivatuayunislida
&ololo.clo drunuidougltu AP
&ololo.cn dUTEUUUTN1Tas e AP uuUlU 1Ty ards
(No Code API)
&oblo.c.e dUIn1 APl End Point
¢ola ffuindedinseanuuuiasdondsd
EColo.me NTBBALUUNMTVINIUVBIFLYTEUY (Use Case)
ol.mlb N190NLUUIATIASIILAYEIAUTYNBUVBITEUL
Eol.am n13eanuuuzuteya (nsdiawizidunisdavigiudoya
Fuunlyl) Usznause
Eolomme NTOULIAMTDIRY (Conceptual Design)
&el.manl NIVDNLUUNNATING (Logical Design)
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&.o.b.e.en.m NITDINUUUNNNIBAMN (Physical Design)
fuddesdiduneunsianngasd
oo InNsiausaidUsznavvesrendwITiviauluwuululas
\wasda (Micro Service) (@ugldeu (Front End) uazdunns
UIN19PUNES (Back End))
ol Inmiausduuuuvesdumsfoudldanu APl daussuuuing
a$19 AP! uuuliliyeinds (No Code APY) daudavih API End Point
Usznoumy
Eolb.adb.e LUNINRONITITINY
Colb.cbl WIUNEIIBLATUDIA (Dashboard)
&olb.dlo.m LUUNIIRDIIEUY
Colo.am Hnsausiuwuuduivatuayunislinu Ussnaude
Colb.dme WUNINRONTIENY
&olb.cnlo LWUNLIII8Y
tolo.d {FuindpditunsunmsmadeuLanTITaRUANA MBS
Cob.e UNVAFBUTTAUNIATY (Unit Test)
Colb.dlb NIMAFDUITAUTTUVIU (System Integration Test)
Colo.dn INIATITABUANAINUBITEUY
¢olon fFuiiaditunsunsdauyamduaziandats
&o.m Qi’ué’wé’aqﬁnmiﬁﬂ@fﬁxuu wianudulafiferdaatuing esrouinesusvie
Tnegsudndesdindidoudslvdrdnauadfuisninsvarmieginley o Tuvinis
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&0 Roulvvasandnenssuszuvuazaduas
oo fRMTRUITUUINURUUlLLATIEESE (Micro Service) Usenausme
¢o.o.e duvadlusunsuuszgnidiugldom (Front End) Tneynddlild Node.Js
nesdu 20.12.2 v3agenda wialdiwsuisn (Framework) ¥ea NextJS
sy 10 viagendn wieldinsuiddn (Framework) was Reactss ety
17.0.0 3egenin
&lo.olo IUNITUTNIIAUNGT (Back End) Tasynr1dslild Node.Js 1iasdy
20.12.2 w3agendn wie A1w1 Python 1193t 3.9.0 wiegend
&lolo FUNTUINIFIUNGT (Back End) Fasiaunnisldnseuseluid
&lol.o fasiniseenuuuilaiduntudnuugntiag (Name Space) vaueiile (API)
faaspdoeiudrugldan (Front End)
&llolo fauin13nTIvaeudnsnisldau (Authentication) Asunislduy
&lolo.m fosdAeiureTTnisldruisiduniugluuy Swagger Ul (§1983amu
AIAKUIN N. 19 'e.0)
¢lo.a Tiyansuas PostereSQL ety 14.0 viegend1 Wuszuuinnisgudeya
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¢lo. 1Yyeniuls Keycloak 12834u 18.0.0 w3ngendn iussuuinuaiinuuasaiun
QUETRTR

¢l 1 GitLab idineuadfuisnfrivue ifiesessunisdsaisnisindessuudmiu
auaumsaessuuuinisasna AP wuullduadd (No Code AP

&lon 1dionlainmag (APl Gateway) 7 1d ugansuasuuuida (Open Source) uayil
AN
&b.o.e ﬂ’]&l’liﬂi@ﬁ%Uﬂ’ﬁLﬁUﬁﬁ);JvaLL‘U‘ULLﬂ‘U (Cache)
¢lo.olo @U150N5¥I1891U (Load Balancing)
&lo.o.m AUITANTIVABUANTUENTYIIUTBERLE (Monitoring)
&lo.o.€ AMNTAIAMIAUANTIAAUADASY
&lo.o.& AUl

dlo.s unsdliifFuiiadesnini sevduasuuuida (Open Source) laildseyl3nnels
Feulvvounsuiisa uarrersuasuuuila (Open Source) # Tudaduntadondon
wiawausznaulvdinmuaifuifinsisageuneunsaiivay

&.o Roulvyaanslulassnis
¢mo Hiuindesdamionynainslunissudunulasinislaedesavesied suas

Funs $1uaU oo Ay il

o) finn13lATaNTT (Project Manager) $1uau o AU YAINsANwIlsINI Usggin
avneuiames avmaluladansaune vioauiisndes Ussaunisailaivos
N el

o) WnALAT12YsEUY (System Analyst) 17U o AU AINsAREILIEINT Usgeyiln
annaeNiamed avweluladansaume wioauiiieados Ussaunisallives
N el

m) §9an13g1utoya (Database Administrator) $1uau o A dlinMsARw AN
UTgln arvreuiames arvunaluladarsaumna weaiviiiioadeq
Uszaunmsallaiussnin ¢ U

@) Q’L%wmiyﬁwummﬁumﬂaamﬁﬂ (Security Specialist) 311U o AU AN15ANW
limniUSynes avireuiiuned avinelulafansaume visoaiiieides
Uszaumsalbivesnin ¢ U

&) WnWauwenwsdwis/Anideulusunsy (Developer/Programmer) §1u7U « AY
WnsAnwlaisndn3nees avireufiames avmeluladansaune wie
anfiAeates Uszaunsallddesnin ¢ U

o) Wnvaaaulusunsa (Tester) $1umu o Au @A liand W3 ygansanan
Aauianes anvwaluladansaume vieaufiierdes Ussaumsallivesnin ¢
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o) WnesnuuuduneUssarunug 19 (User Interface Designer) 31474 @ AY
WnsAnliiniuigyes avereuianed analuladasauma vie
anfiieides Ussaunsallidesndt e 3

<) {MTIIABUAMAINYBNG UIT (Software Quality Assurance) $1UU @ AU
InsAnuldniuiygnsarvinenfiomes awiwaluladarsaune i
anfiieates Ussaunmsallidesnin & §

) Wwhiiusganuanu $1uu e au @nsAnuildininSyaes

ealo fiudndenaussedouaziumisasuyniumis nude ¢.mo Tnefeuasdumis

Lighiu néouuansswasdon el

o) F8-ana 1@N15Anw (WuudutUiyatnviesedounaninanisiSou
(Transcript))

o) Yszaun1sainisvingu

o) wihinlduseumneniglulasenis

&« fofmunnnuiuawasadelusunsulssgnd
¢co WiunsuuszynddensanldselusinmoaidnsWanuy HTTPS (Hypertext Transfer
Protocol Secure)
el 1Uslnrea TCP/IP Saufu SSL Taeld TLS nesdu 1.2 JulU lunisideudeluds
1ty
e HIUTnaesldndn OWASP TOP 10 (§198anmn1anuan n. 98 e.m) uazldudn
OWASP Top 10 APl Security Risks (879830110183 . 19 o.«) ¥1UsEnauldly
nsidugaddaftioatrsmusiuniasndvesssuuinandy Tnesileday
Fuluvedlusunsuusvgndiinnnuasdnvazmsdshutoyaliuaen iy
&.&me OWASP TOP 10 8 9taedesd « 48 el ) Broken Access Control
) Injection e) Security Misconfiguration &) Identification and Authentication
Failures
&a.mlo OWASP Top 10 APl Security Risks a8 91iaad @l « 98 #3il @) Broken
Authentication ) Broken Function Level Authorization e) Unrestricted
Access to Sensitive Business Flow &) Security Misconfiguration
eaa fiuindemmseummiiuniaenitvessuvnmuasiusunsul sz nduasdatedds
'mmzwmuu,as‘[ﬂiLmqusxqﬂﬁﬁﬁwmsﬁunnwuu
&€ HUTBIlin1INAaBaUN1IRISTUU (Penetration Testing) WavN15MSI9@0 U DIV
(Vulnerability Assessment) wiauisnfiunsuilneulfausyuuae
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Woanunlagldguuuu Static Website (8198smunianuan n. 48 0.¢)
waurlaeldinuinan (Template) 7 101519914 Bootstrap Tailwind CSS %3®
Material-Ul agidlaagnanils

sessumsidauuwiuiusiees (Web Browser) 1dun Google Chrome Microsoft
Edge Moxzilla Firefox (Hustnsiiay

5035UNslEun8lUsInAealt1SWaLUU HTTPS (Hypertext Transfer Protocol
Secure) ‘

s033UlWaUsELAM PDF JPG PNG GIF MP4 Tailustetias
annsauanadomiifutonu gunm 3ile Ihduedaos
annsanansUsznauuniiules (Popup) 16t
annsnuansseazdeanisvennuduseuifiedaiiulndand uasdayasiig 9
9ngldauiules (Cookie Consent) uag aunsnidensausuianizan (Cookie)
figoensle

finseanwuuniniulediaruisaufud suruislimuizauiunisldauniy
paNumes uiuldn uarinsdniilletie

& & o0 Intnwadmsunansanulunsallinsouldau

&.&oo insdnviiam iuinimuiusenaunie I5n1sameidouldu 35nsassedile

(AP) Tgyminuues (FAQ) 1e@eguszanusu eniui 1usiu

&.&ob HFULaNIdIUNL (Header) wardruving (Footer) Inudiu (Header) Usenaudag

Taldvivles wumimdn wufeadus wyduswmeous Wuededes diuvine

(Footer) Usgnausiie laliviuled deyaiegdinau Jayafnsadninau duiuns
Wasiavne nestuveaiulyd masudns (Copyright) Wuetrnise

&&oan amnatuiindayanisiniuveiuled (Logging)

&5 tafmuadunzidoudldau AP

&o.e

dugldan (Front End) fimuanusadisil

&o.e.0 7935UMIITMUVULIUILUTIIEES (Web Browser) @uA Google Chrome
Microsoft Edge Mozilla Firefox 1usenetiay

&r.elb 7035UNTITMUMIBTUTInABALT1SWALUY HTTPS (Hypertext Transfer
Protocol Secure) :

&o.em @NNINVINIIANSEYS nulowliamssyuuuageldau

&o.o.c 7BTULITNU b NG A o) Fadraieile (AP) vemiIsu ) fiSenld
uinsieiile (AP)

- v < < v v = 1 v v
¢vee awsnamedoudldounidu fafaeile (AP) vemhonu uazfiSenld
a s

uin1siaiile (AP)
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- &p.en aunsaduduiaudildnulussuuiigaiuasiudusiinun1e@dvia (Digital
ID) vesdnauNmuIsUIaAdna (eern1sunivw) uasssuuiigaduay
Fududamun1en §97a DOPA-Digital ID (ThalD) ¥84n5uA1TUNATB
nsensawmealng suidlFoudugifen
anunsaimuadninisiuvesfidi fadreiile (AP) vemuieau
wagfFonlduinisiedile (AP) ) mungunausifiniuntuls

epo0 aunsa in au udly fl¥ow adaeile (AP) vemhsnu wasfFonld
uinisiedile (AP) 161
¢o.0.6 aunsafuldaumuieulaiidimus 16un Aumaadeniieny dum
mu%ﬁ@’ﬁ'mulé’ Juegrales Tngsessunisaumiieniulneuay
N1YIDINGY
gooc awraduiindeyanisldnuvesldiu wasduiindeyanisinauves
52UV (Logging)
&o.0.00 @I000NTIBNUMSITUlATUFULUY CSV way PDF aai]
&.5.0.00.0 TWIUNTIFIIUIZUY
&5.0.00.0 TUFATINETLD (API) VBB
&o.0.00.m TEUFFENITUINSNLD (AP)
&o.oe.0e awTaveilolnAy (AP Token) vaudavyldauls
Eo.e.0b fnseenwuuntdiuledfianunsausudanualimunsauiunisldou
dupeuiiwes wiuldn uavlnsdwilete
&o.e.0n Intunadmivtansantuylunsallinsenltou
Eo.o.oc Tminnadmiviuamadowalduinig waeliamuduasasndoanms
laufvelaiussasdn
&o.e.0¢ Tmhmadmivuanstayagldem (Profile)
&o.0.00 Insimuanagaailfidousofuszuu (Session Timeout)
&p.e.e0 Nd1ULAAIEAIURT (Header) wazdauiing (Footer) lnadaua (Header)
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Usgnaume laliviuled wyndavdn wyfieatus wyUSuruIanaud

Juegetes dauving (Footer) Usenaudae laldiuled doyaiieg

u
<

driineu Yeyadaseadiinau Srununsheivee nestuveaiules
Manuans (Copyright) {Juststiae

¢ooe.ec aunsauanstssnavuntnivles (Popup) 16

Epoeox susaLanTEasBEanisemmBurenadnfiuindaniuasdeyass 1
ngldeuiulest (Cookie Consent) wag mmimﬁaﬂaau%’mawwqﬂﬁ
(Cookie) AiRaensle

&olo AWUINMIAUNS (Back End) fmmanunsased
&rlo.o Javiueiile (AP) sasfunmsiviumsBenldnuaindiudlden (Front End)
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&bl amnsaviuTwiuszuuguteyald wasiiutayadiuyanaldedis
Uaenny

D
o as

&0 Tenmuadauszuuuinisaiie AP wuuliildyadnds (No Code API)
¢eolo @ufldan (Front End) fmnmanusadsdl
&elo.e T9I5UMIITIUVULTULIUINIWES (Web Browser) laun Google Chrome
Microsoft Edge Moxzilla Firefox tJuaenatiay
ool 7935UNTITUM8lUTInARaLY1SWALUY HTTPS (Hypertext Transfer
Protocol Secure)
Eelo.m AUTATIMULUUAINWAZIN
oo« amsaansussniauutiivles (Popup) 16
¢olo.& aunsanantaduansvemmBusaniedaiulndaniuasdeyaig q
Mgl emuiulad (Cookie Consent) wag anunsaidenyeuiuianizani
(Cookie) fifasnslel
€o.on annsatuiindeyanisldanuvesgldanu uasduiindeyanisviuvesssuy
(Logging)
&ol.oe @U150a5231Us19R (Project) Uinsiefile (API) launnii o TUsianA
¢a.o.c aunInduduimudildnuriussuuigaluasiudusmnun1@dava (Digital
ID) vesddnauRauNiFUIaATa (BeAn1sumIw) warseuuRigavuas
Judui19un193A9%a DOPA-Digital ID (ThalD) ¥®84n5uN15UNAT B4
nsgnmanelng sufdldeudugiden
eao.x aunsahousuiupudeyauasdoyalumnevesgudeyaldwsd
oece ANWITANIUTNAUFIUTEYAINN18UBNLANINNTT @
F1ulBya
Eooclo @1150%191uNAUFILToYa Fenaluil o) PostgresaL
o) MySQL ) MariaDB &) SQL Server &) MongoDB
eoo.ca nitmhsnuliligudeyadeainsoaiis au uwile giudeya
Tnluazanunsaasne au udly sselvalls
enoxe gudoyafignadresdessesiuussnndoyasgdon dai
o) lavdnufy (Integer)
o) Wwavedeu (Float)
en) $8NWS (Character)
@) ToA2 (String)
& Yufl (Date Time)
eooce aunminiteyauardenteyaluguuuulndussan csv 18
Coocs @wsaain au wily gleyanielumsels
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&o.e.00 EWITNVONUUUNNTASNIBNLD (AP) Lazdnnisiunaily (Namespace) 1o

&oeee @1150851900 10 (AP) IWlalagdnlul@ Ineldianiy Method GET
aunsaldeunisnsesdeya (Fittering) n1sifesarduteya (Sorting)
nsdauumth (Paging) n1sdninnismaunduteya (Limiting) lallustns
Yoy uaznsmeunduteyavadieiie (AP) dzfeseaglugluuues CSV
%39 JSON

Eao.ob aunsauiluwazaviefile (AP) fa¥edunud ls

&a.e.en dunmainmeiuevesiile (AP) lilaednluiRnuguwuy Swagger Ul

Ea.ooc auTasmddmiuonldnuedle (AP) TuudazarwnTusunsulsd
Tnednludfusznaudae Python PHP Java JavaScript Shell (fds Curl)
Husteley

&.o.e.08 FUTOATIVEUAIULNNTINUTBITEUULAIENTLIRABUN U TUSUATY
1at] (Line Notify) IélunsdifiAntlam

&ooob sunsnsanTeInddingsasuldluguuuy CSV uas POF (EEt]
¢o.e.eb.e TEUTUTINNSITUEALD (AP)
Ea.eonle TEIUETLE (AP) Hevmnvemiaey
eooona Teulinussuuiun
Ea.o.oo.a IIIMUANULFIUTOYA

&ol.o.on aansasEymids SQL Whildeyanngudeyamuioulald

Eoooz aunsamuualed (P) Midutyds (Blacklst) il evadlduiedile
(AP 161

eaeox dnsidoureguieyarmelusianeaiifirruasndsldud ssH ssL laeld
TLS 188U oo 1ulU Wusthelos viedinnsiivaanite

Eaelo fnseenuuuminiulesianunsausudsuualimnzautunislday
Hupauiames uwiude uwaslnsdwiilede

ga.oloa Intunadmivdeyadldanu (Profile) Aamsaidadnsnisldauves
Algeule

ool duinnadmsunansanruglunsdllunieuldou

ga.olon dndunadmsunansunyuosn (Dashboard) 1l suansdayasiuiy
wig9u Sunueilonelumiisnu

Eaele Sdudmiumsdsnduluiiduduatuayunisidou

&a.olog In151Y Kubernetes (8198491A1ANWIN N. U8 ©.0) W38 Docker Swarm
(8190 INUNMARLIN N. 78 o.0) Tun1sYinszaneluan (Load Balance)

Eololoo Tarudmiumauddlygmiiinannsldou

&.elon dnmstmuanarguaaitideurediusyuy (Session Timeout)
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&ololos fdunanidiuii (Header) wazdruving (Footer) Inudiuwa (Header)
Usgnaudae TalMiuled wymiwmdn wydefuis wyususunaveud
\uesgades dauvine (Footen) Usznaunae Taldiiulesd deyadieg
dfne feyaiasedineu Swnunadmuiomn nestureaiuled

a £

AMEIUANS (Copyright) Wusgatioy
&ololox Ynfayaadivgdagnivunmeduivesnsedeyadu R (Dimension)
wenvisdan (Attribute) wazArvasdaya (Measure)
&ollo @UIMIMUNAY (Back End) mnuanansadail
&olo.o daviueiile (AP) sasiunsvhuntenidoaindugidau (Front End)
&elolo annsavhaunuiuszuuguteyaliegaasnsty

&.c donmundauinyin APl End Point

&a.e aWInIAN1TANSMSIEUle (Authorization)

&alo @mnsaduduimnudildanudiuszuuigaiuasduduinunnsiava (Digital ID) vas
ddnnuianizuafidvia (esdnmsum) wazszuuiigadiasBudufinuniadmana
DOPA-Digital ID (ThalD) v84nsun1sunAses nensamaing muﬁnﬂ%’mutﬂué’tﬁaﬂ

k., aunsalansUsznmavuwinIules (Popup) 16

&r.e a'umau,ammaauﬁ'ammwammé‘uaauLv‘v‘aa’j’mLﬁulWéqﬂ?‘Tuaz%’aga&iN RN
fldeuiiuled (Cookie Consent) ua anunsaidengausuianizand (Cookie)
fixasnsle

¢ awnsatuiindeyanislisnveslion useduiindeayanmvhaiuwesssuu (Logging)

&5 @WITINTIVABUANIULNITNNNUVDITZULVLAIRNSUIBApusulUswnsulaY (Line
Notify) Ialunsdifiintiem

& 1015l APl Gateway

¢a.s Hiesuwnsldnusile (AP) muguuuy SwaggerUl

&a.« dawdmiummeasunisldauedle (AP aeluninivles

&.c.oofinseanuuuntivledfiauisousuiud susualfminsautunisldemun 1y
ABNRIAeT Wiudn uwaglnsdwiiete

¢&.c.o0 dndunadmiutayadldau (Profile)

&.c.obiniunadmsuuansanuglunsaliniouldanu

&.s.omildndwmiunsisindulufissuuaiuayunisldan

&.a.ocdinsfmuanaiganilvideuseiuszuy (Session Timeout)

&.c.0&Tdukansdiuii (Header) wazdiuving (Footer) Ingdiuia (Header) Usznause
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